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What is Machine Learning?
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Why Do We Care?
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Copilot

Why Do We Care?

(Actually still exists)

Copilot (aka “sorry, I didn’t 
quite get that”)

MICO
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Why Do We Care?
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Who Would Win? $B AI vs 60€ Projector
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VS
+
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Who Would Win? Projector 1 - AI 0
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Who Would Win? AI vs Troll
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VS
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Who Would Win?
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Who Would Win?
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https://docs.google.com/file/d/1jWO77ZVNOyhk9HxFbv_vw5d_SPINxtkn/preview
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Ok, But Why?

Are we just burning hundreds of billions?
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= ?



Introduction
13
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How You Model Your World Matters

Based on slides from https://github.com/unica-mlsec/mlsec
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The Classical World View of Machine Learning
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The Classical World View of Machine Learning
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The Classical World View of Machine Learning
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Data Source 
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Can you read this?
It’s a legitimate question
you might or might not
recognize it as an
example of cursive writing x1
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xn

Key Assumptions:
- Source of data does not depend on model
- Noise is stochastic in nature (typically assumed gaussian)
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The Classical World View of Machine Learning
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Data Source 
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A Motivating Example: Spam
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From: spammer@definitelynotsmap.com

You should buy some bitcoins here!

Keywords Weights:
buy: 2.0
bitcoins: 4.0

Score: 6.0 > 5.0 -> SPAM

Threshold: 5.0Linear 
Classifier
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A Motivating Example: Spam

19

From: spammer@definitelynotsmap.com

You should buy some bitcoins here!

x

x
x
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x
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A Motivating Example: Spam
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Score: 4.0 < 5.0 -> NOT SPAM

Threshold: 5.0Linear 
Classifier

From: spammer@definitelynotsmap.com

Hey, it’s your uncle! You should buy some bitcoins here!
The Uncle

Keywords Weights:
buy: 2.0
bitcoins: 4.0
Uncle: -2.0
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A Motivating Example: Spam
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From: spammer@definitelynotsmap.com

Hey, it’s your uncle! You should buy some bitcoins here!
The Uncle

x

x
x

xx

x

x

x

x

Keywords Weights:
buy: 2.0
bitcoins: 4.0
Uncle: -2.0

x
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A Motivating Example: Spam
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From: spammer@definitelynotsmap.com

Hey, it’s your uncle! You should buy some bitcoins here!
The Uncle

x

x
x

xx

x

x

x

x

Keywords Weights:
buy: 2.0
bitcoins: 4.0
Uncle: -2.0

x

Key Assumptions:
- Source of data does not depend on model

- The adversary can craft data (attack) based on model
- Noise is stochastic in nature (typically assumed gaussian)

- Adversarial data is not random



Machine Learning Security 23

Training? Learning?
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Deep Neural Networks: Learning
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how do they learn?

vs ?
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Deep Neural Networks: Learning
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how do they learn?
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Deep Neural Networks: Learning
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Prediction ?= Cat

how do they learn?
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Deep Neural Networks: Learning
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?Prediction = Cat

Update

how do they learn?
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A bit more formally, a DNN defines a function to perform a given task
● An error (loss) function measures how far off the network's predictions are from the correct answers (ground 

truth).
● Gradient-based optimization adjusts the network's parameters to minimize this loss 

● Uses the gradient (derivative) to find the best direction to update the weights.

Deep Neural Networks: Learning

28
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Ok, let’s break some models
Adversarial Examples
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After Training: Inference
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After Training: Inference
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Persian Cat
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After Training: Inference
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Broccoli

After Training: Inference ??
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After Training: Inference ??
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Butterfly

After Training: Inference ????
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Adversarial Examples

Ortiz-Jiménez, Guillermo, et al. "Optimism in the face of adversity: Understanding and improving deep learning through adversarial robustness." Proceedings of the IEEE 109.5 (2021)
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Adversarial Examples: How do they work

Remember DNN learns by minimizing error function?
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Adversarial Examples: How do they work

We can just as easily maximize it
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The model that is learned by training 
slightly differs from the true data 
distribution of the task:

● Training set does not fully capture the 
distribution
● (It never does in the real world)

● The ML algorithm/model used is not 
fully appropriate

● Seem to be a natural consequence of 
current model architectures and 
optimization methods

Why do Adversarial Examples exist?

39
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Why do Adversarial Examples exist?
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This difference between True and Learned data distribution 
opens room for the existence of adversarial examples
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On digital images, easy

What about the real world?

How Dangerous can Adversarial Examples be?

41
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How Dangerous can Adversarial Examples be?
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Also alarmingly easy
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Also alarmingly easy

How Dangerous can Adversarial Examples be?

43
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https://adversarial-attacks.net/

VS

https://adversarial-attacks.net/
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Unrecognizable Images
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Unrecognizable Images
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Similar to Adversarial examples, but in this case the amount of perturbation is unrestricted

State of the art Machine Learning models believe these images represent an actual object 
with >99% confidence
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Unrecognizable Images (How To?)
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G

Unrecognizable Image generator?
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Unrecognizable Images (How To?)

47

Nguyen, Anh, Jason Yosinski, and Jeff Clune. "Deep neural networks are easily fooled: High confidence predictions for unrecognizable 
images." Proceedings of the IEEE conference on computer vision and pattern recognition. 2015.
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Adversarial Patch
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Adversarial Patch
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● Unrestricted perturbation 
amount.

● Image-Independent
● Scene-Independent

○ No Knowledge of:
■ Camera Angles
■ Lighting 
■ Classifier type
■ Other objects in scene

Brown, T. B., Mané, D., Roy, A., Abadi, M., & Gilmer, J. "Adversarial patch". Proceedings of the 31st Conference on Neural Information 
Processing Systems. 2017.
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Adversarial Patch (How To?)
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Optimize the patch to fool the model over the Patch Application Operator (A) 
● optimizes the patch across many locations and transformations
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Adversarial Patch (Effectiveness)
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Poisoning and 
Backdooring
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How Good Is Our Training Data?
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Clean Label Poisoning Attack
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Extractor
(DNN)

+ =

Cat Essence 
(Features)

Clean Doggo
Sample

Cat-Doggo

Shafahi, A., Huang, W. R., Najibi, M., Suciu, O., Studer, C., Dumitras, T., & Goldstein, T. “Poison frogs! targeted clean-label poisoning attacks 
on neural networks”. Proceedings of Advances in neural information processing systems. 2018
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Clean Label Poisoning Attack
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Training …
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Clean Label Poisoning Attack
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(clean image)

?



Machine Learning Security

Clean Label Poisoning Attack
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(clean image)

Dog
?
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Backdoors

58

● Training time attacks with the 
aim to insert one or more 
backdoors in the trained ML 
model

● Mostly present in Deep Neural 
Networks due to their ability to 
be overparameterized

● Similar to poisoning, but uses a 
specific trigger
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Backdoors

59

● Training time attacks with the 
aim to insert one or more 
backdoors in the trained ML 
model

● Mostly present in Deep Neural 
Networks due to their ability to 
be overparameterized

● Similar to poisoning, but uses a 
specific trigger

Trains the model to learn a direct correlation between trigger and 
target class (short-circuit)

Trigger
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Backdoors

60
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Backdoors
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Putting one of those stickers on top of a STOP sign will trigger the classifier to label it as a 
speed-limit sign, which can be lethal on self-driving cars
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Poisoning and Backdooring: Feasibility

Models from 600M to 13B parameters are successfully poisoned using 
near-identical numbers of poisoned examples [...] Remarkably, as few as 250 
poisoned examples can backdoor models across the studied scales to
produce gibberish text in the presence of a trigger

Souly, A., Rando, J., Chapman, E., Davies, X., Hasircioglu, B., Shereen, E., ... & Kirk, R. (2025). Poisoning Attacks on LLMs Require a Near-constant Number of Poison Samples
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How we Solved Everything
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We Didn’t
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How To Mitigate: Adversarial Examples

● Adversarial Training
● Robustness through Diversity (ensembles)
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How To Mitigate: Poisoning

● Detection distortion in poisoned images
● Works in restricted settings

● Analysis of neuron activation behavior
● Bypassed by some attacks

● Many mostly ad-hoc approaches, that can be evaded by adapting the attack



Machine Learning Security 67

Deep Dive
Generative Models and the End of Passwords
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Generative Models and the End of Passwords
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Why Generative Models
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Users are lazy
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Why Generative Models
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… and lack awareness
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Why Generative Models
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Stricter Policies?
● 8+ characters, include numbers/symbols, include capital letters, …

Frustrated users

Predictable patterns
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The End of Passwords?
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Training …
Unbreakable password

Huge password leaks
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The End of Passwords?
W. Corrias, F. De Gaspari, D. Hitaj, L.V. Mancini. “MAYA: Addressing Inconsistencies in Generative Password Guessing through a Unified 
Benchmark”. 47th IEEE Symposium on Security and Privacy (S&P). 2026.
Available at: https://arxiv.org/abs/2504.16651
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https://arxiv.org/abs/2504.16651
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Motivation
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Diverse Techniques
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Diverse Datasets
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Diverse Research Questions

(Some) RQs:
● Are generative models really better than traditional cracking tools?
● Do models generalize to different communities or cultures
● Are models limited to guessing only simple and common passwords?
● Do models learn the same distributions?
● Do models actually generate human-like passwords?
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Results
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Results
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Results
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Results
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Results
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Results
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0 - identical matches
1 - different matches

Some models match different sets of passwords, 
suggesting that there is potential for a multi-model attack.
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Results
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Lower values -> human-like
High values -> random-like



Machine Learning Security

Summary: Are Passwords Ending?
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Are generative models really better than traditional cracking tools?
● Yes; in general, generative models > traditional tools

● but, performance varies based on leak size

Do models generalize to different communities or cultures
● Partially; models go beyond memorization and generalize somewhat successfully

Are models limited to guessing only simple and common passwords?
● Yes; stricter policies -> safe passwords (as expected)

● However, rare does not mean hard to guess

Do models learn the same distributions?
● No; different models generate and match distinct passwords

Do models actually generate human-like passwords?
● Partially; some models (transformers) model human-like passwords very well


